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Minimal Logging Requirements

 Low logging overhead in support of law enforcement and abuse
requests

— Non-shared public IPv4 addresses can be algorithmically mapped back to
the assigned IPv6 end-user prefix

— Shared public IPv4 address and port combination can be algorithmically
mapped back to the assigned IPv6 end-user prefix

e Even a network engineer can do it:
— https://github.com/ejordangottlieb/pyswmap: A Python 3 module | wrote

E@jgottlieb@demc:~"&xan‘uples-—’pyswmap S|

jgottlieb@demo:~/examples/pyswmap$ ./bmcheck.py 68.114.2.252 54183

PD for this client is: 2001:506:101:fce8::/62
MAP CE Address is: 2001:506:101:fce8:0:4472:2fc:3a
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jgottliebRdemo: ~/examples/pyswmap$ I
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Delegated Prefix Rule IPv6 Prefix MAP Aggregate IPv6 Prefix
2001:506:101:2e8::/62 2001:506:101::/48 BR 2001:506:101::/48
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Private IPv4
State: TCP 192.168.1.101:1025 68.114.1.2:4000 206.1.1.1:80 RFC1918

Delegated Prefix BR address MAP
2001:506:101:2€8::/62 2001:db8::1 BR
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IPv4 Forwarding
IPv6 Forwarding

[192.168.1.101 | 206.1.1.1 IPv4 Forwarding

IPv6 Forwarding
2605:ab:cd::l |




Private IPv4
State: TCP 192.168.1.101:1025 68.114.1.2:4000 206.1.1.1:80 RFC1918

Delegated Prefix BR Prefix MAP
2001:506:101:2€8::/62 2001:db8::/64 BR

Client Network Provider Network Internet

IPv4 Forwarding
IPv6 Forwarding

[192.168.1.101 | 206.1.1.1 IPv4 Forwarding

IPv6 Forwarding
2605:ab:cd::l |







2001:506:101:[0000001011101000]::/62 = 2001:506:101:2€8::/62

/ N\

68.114.2.0/24 index 2 PSID =58
=68.114.2.2




PSID = 58 from our previous example

0000001110100000 <€ 16 bits representing all possible layer-4 port values

A Y M
Allowed ports = (A >= 000001), Y=PSID, and any value M

A >= 000001 (because PSID Offset = 6) is => 1024

A =000001 and M =0000 thru A=111111and M =1111
1024 + 928 + 0 = 1952 is first available port

64512 + 928 + 15 = 65455 is last available port






















Cisco MAP Simulation Tool and Other Links
A MAP Module for Python 3
Vyatta based MAP BR or CE

MAP-T
MAP-E
MAP DHCP Options
IPv6 Addressing of IPv4/IPv6 Translators
IP/ICMP Translation Algorithm
Packetization Layer Path MTU Discovery

Cisco

Technical Guide to Mapping of Address and Port




