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Risk Discussion Mitigation 

Controller as 
Single Point of 
Compromise. 

A single centralized controller in an SDN 
architecture presents a tempting target for 
adversaries. Compromise of the controller 
implies compromise of all of the network 
infrastructure under its control. Effectively, 
this implies compromise of the entire 
network. 

In order to guard against compromise, 
security investment should focus on 
maintaining integrity of the controller. 

 

Considerations include: 

 Integrity of all the components of 
the controller. This includes using 
trusted network device hardware 
and software, operating system 
software and application software. 

 Auditing of controller activities, such 
as authentication events and 
tasking to switches. 

Interception, 
Modification, or 
Disruption of 
Management and 
Controller Traffic. 

Communication channels in common SDN 
implementations are not encrypted or 
authenticated. OpenFlow, for example, does 
not enforce the use of encryption between 
the control and data plane. Considerable 
variations exist in the security of Northbound 
interfaces, which may depend upon the 
particular application tasking the control 
plane. Rogue nodes or compromised hosts 
can take advantage of this in order to 
intercept, modify, or otherwise disrupt 
management and controller traffic. This 
includes collection of credentials or other 
sensitive data, reprogramming the network to 
hide malicious activity, and denial-of-service 
attacks. 

Perform a complete survey of all 
communication channels between the 
three planes of the SDN 
implementation. Activate encryption and 
authentication wherever possible, and 
architect the network to address any 
unprotected communications. If the 
network cannot be architected to ensure 
protection of any unencrypted 
management and controller traffic, this 
this creates a critical risk. 

High Complexity 
Leads to 
Compromise or 
Failure. 

Many components make up an SDN 
deployment. The deployment inherits 
vulnerabilities from all underlying 
components, which can be substantial. 

 

Because there are not well-established 
standards for communication between SDN 
components, interoperability problems can 
arise. 

 

Compounding the complexity challenge, SDN 
is still rapidly evolving. Network 
administrators are more likely to have 
difficulty troubleshooting technology that is 
rapidly changing. They are also likely to 
encounter challenges in achieving a secure 
configuration for deployment. 

Implement a regime for rapidly applying 
software updates to all components of 
the SDN deployment. 

 

Use commercially-supported 
components or solutions. This guidance 
applies equally to open source and 
closed source software, in accordance 
with DoD CIO guidance [15]. Using 
open source software without 
commercial support creates significant 
integration and deployment risks. 

 

Invest in training for network 
administrators to ensure they stay up-
to-date on SDN technology, including 
security. Apply vendor-supported, 
vendor-specific configuration guidance 
whenever available. [i.e. 11]. 
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