IPv6 Case Study: Interview Questions for DREN
Version 2

TERMINOLOGY NOTE: The DoD High Performance ComputiMgdernization
Program (HPCMP) operates 2 networks, called DREN and DBREDREN is a nation-
wide network, DRENV6 is a small test bed. DREN has run-shaak for about 2 %2
years, DRENV6 is a native IPv6-only network estabtishieout 5 years ago. It is
assumed in answering the questions below that theyabeng the DoD IPv6 pilot
network, which is synonymous with the DREN. DRENv6 hasnlreplaced by “DREN
IPv6 pilot.”

Questions for Decision Makers
1. What were the motivations for building and maintaifd®REN IPv6 pilot?

In the DoD, the motivation was the requirement to suppture warfighter capabilities
in an affordable manner, while providing new functional cdjpes. The DREN IPv6
pilot supports the DoD research and engineering commurity.ig a leading edge
community that continuously looks at technologies thay eventually become
important to the Department of Defense; IPv6 is ondase technologies. Complex
battlefield communication environments, more secure camgations protocols, mobile
telephony, class of service requirements will all balbded by this technology in some
significant way in the future. And this technology wil bsed by potential adversaries.
We wanted to flush out methodologies for ensuring th&t besn’t circumvent current
security perimeters before there’s a need, not after.

2. Was there a business case for building DREN IPv6?ilot

It's very difficult to build a real business case sinoegffect, there are no additional
capabilities in IPv6 that are available today, that ca@’tlone some other way using
IPv4. Then, adding the burden of flushing out weaknessememhpatibilities in vendor
implementations makes it difficult to find a positiveuret in a reasonable timeframe.
The mitigating counter argument is, that it's not thqtemsive to do what we’ve done. A
few smart people, relatively homogenous platforms asbared resource centers, a
centrally controlled wide area network, and congrudfgatives across the Services all
contributed to allowing us to implement both a nationalestest bed and production
network at an affordable cost.

3. How does DREN measure the value of DREN IPv6 pilot?

This is a question that might be better asked to othdd®D or Federal Agencies since
we’ve been the enabler for others to start moving towsotigions i.e. rapid deployment
of the DoD MoonV6 testing (www.moonv6.org), a realmegde of how to do a
nationwide addressing plan, and other lessons learned @iv@th DoD and other
Federal Agencies.

4. DREN is currently operating DREN IPv6 pilot and andiPased network. Has DREN
observed any differences in resource allocation org@ament?
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Impacts have been minimal. As a DoD network, we hahsure that whatever was
being done for security in IPv4 environments was also @mmni®v6 as part of the DREN
IPv6 pilot. The DREN IPV6 pilot is an in-place upgradéhaf previously existing IPv4-
based network. There have been no observed differemcesource allocation, and
minor increases in management effort since upgradin®tEeN to the DREN IPv6
pilot. Existing IPv4-based network management tools,ast I the United States, often
lack equivalent IPv6 capabilities. We continue to add/expandute of network
management tools as IPv6 products/features become available

Please refer to section 13 of the attadi®&db Transition Survey Questions.pdf
document for information about router upgrades that occasguhrt of the DREN IPv6
pilot.

5. It is DoD policy to transition to an IPv4/IPv6 enviromrhey 2008, what are some
lessons from the experience of DREN that will beliagpo the dual-stack environment
of the DoD?

Please see the attached document. It provides infornmegimut lessons learned described
in an earlier questionnaire from v6 Transition.

6. Through what metrics does DREN measure the progré&3RBN IPVv6 pilot and have
the goals of DREN IPv6 pilot been achieved?

The DREN IPv6 pilot had 5 main goals when it was estaddisn 2003, and has
completed or substantially completed them. As for m&tsee section 8 of the attached
document.

Questions for System Administrators

1. How many nodes and users of DREN IPv6 pilot are tioeleey? How large does
DREN expect to grow DREN IPv6 pilot?

See section 1 of the attached document for nodes andfaistre entire DREN IPv6

pilot. The DREN IPv6 pilot can grow with the DoD resdgaand engineering
communities’ needs for IPv6 access. At an individual site Naval Research Laboratory
— District of Columbia (NRL-DC), there are presemier 150 nodes available across the
laboratory, for example.

2. What additional training in administration and secuwiyg given to users of DREN
IPv6 pilot? Has this changed since the system was GiP b

Users received no additional administration and secuaiying. System administrators

and network managers did receive additional training, asided in section 4 of the
attached document. In addition, the DREN IPv6 pilot estlabil a knowledge base web
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site for use by DREN IPvV6 site personnel. There hawelsen tutorials provided at
annual DREN Networkers Conferences on IPv6 technologyemdity. At individual
site, the NRL-DC for example, local network managerssystem administrators were
further briefed on IPv6 as laboratory wide implemeataticcurred, and site specific
documentation was provided online.

3. DREN continues performance testing of IPv6 over DREW pilot. What are the
results of tests of IPv6 performance of typical netasks — e.g. ping, traceroute? What
are the results of tests of IPv6-specific tasks — autapmation, flow labeling, use of
extension headers, etc.? Have any of the resultssweprising?

Performance of IPv6 and IPv4 are essentially equivailehioth throughput and latency,
for typical network tasks. The purpose of the DREN IP\@ pvas to provide functional
equivalency with the previous IPv4-only network. As suBlvglspecific capabilities
such as those mentioned were not implemented or telsied.

4. IPv6 offers a vast address space, has DREN IPv6 ppetimented with alternate
methods for allocating addresses?

No, it has not.

5. Since the construction of DREN IPv6 pilot, thereehbeen several viruses targeted at
networks using IPv4 for routing. Has DREN IPv6 pilot skdtkat all from these attacks,
especially in its connections to external networks thatiBg4 tunnels?

The previously existing IPv4-only network had good protectinmdace against such
attacks, and the DREN IPv6 pilot has equivalent protextidfe have observed no
differences in the consequences of attacks betweewdhe t

6. What lessons does DREN IPVv6 pilot offer in the ud@®8tc over IPv6, including
establishing security associations and issues with regpkely management?

The DREN IPv6 pilot has not attempted to use the IP&saifes of IPv6 for end-to-end
communications on a regular basis. We have performmatet scale technology
evaluations and participated in tests such as the previogsitioned MoonVeé. Itis
important to realize that IPsec is not something thaevs to IPv6. IPsec is currently
available, in fact, is more widely available, for #PviPv6 just mandates that IPsec be
implemented as part of the IPv6 stack.

With that noted, there are not too many IPv6-specisiagas regarding IPsec. We have
found that IPsec implementations for IPv6 have bemm sbming to market. Most
major OSes have had an established IPsec implemen@atitdtv4 before an IPv6
implementation was available. IPv6 implementatiaesstill maturing and will take
some time (due to limited use) to become stable. Pleakeerexactly what IPsec can do
and don’t attempt to use it to solve other problems. IRsetost-based security
mechanism and does not authenticate the user (althoughisgiementation-specific

David Ortiz, Rand Corporation Page 3 of 6



IPv6 Case Study: Interview Questions for DREN
Version 2

extensions may allow the network to authenticate aifspaser). Application security is
still a critical concern as are other traditional #ise(social engineering, physical
security, etc). Remember that a virus or worm can lesdpria an encrypted IPsec
tunnel just as readily as by an unencrypted connecfitwe. only difference is that your
IDS/firewall will not see it propagating.

IPsec issues that are common to IPv4 and IPv6:

Key management: This is requirement is often underastoinand critical to the success
of any IPsec deployment. The DoD PKI provides a soliddatian for key management
and makes IPsec deployment much less daunting. Non-DoDbiegémat do not have
such an infrastructure may face significant challenge$féctive key management.

Mis-use of IPsec: Many organizations have a bulk @i thecurity policy built into a
perimeter defense implementation (firewalls, IDS).etPsec can effectively bypass the
traditional perimeter, requiring multiple implementatiofishe perimeter defense
mechanisms or a change in the approach to implememgity. The use of IPsec
should be managed appropriately in this respect such thatgberidefense security
measures can be equally applied to tunneled traffic. liBseels that are not subject to
analogous perimeter defense measures may need to be dsiltig\wolicy.

Administrator Interface: IPsec is a complex prot@ud needs to have a user-friendly
interface in order to be effectively used. The lackashmon interfaces and common
features among different OS implementations will indercer-prone and ineffective
deployments. The new IPsec protocol specificationEYE hold promise for
simplifying the administration interface.

How we will use IPsec: Most of today's IPsec deploysiant in VPN products and
rarely based on the OS IPsec capability. It is redrdhat we will want to continue to
use IPsec in the form of appliances and specializetiviaaie. Experience from IPsec-
based VPN products show that vendor-specific extensiahfimibed common feature
support are not delivering the ubiquitous security infrastru¢chateis a desired goal for
IPsec and IPv6 across DoD networks.

7. According to a recent NIST study, the transition t65I®ill take over 20 years, which
means that many companies will be operatiag &acto dual stack environment for a
long time. How is DREN's test program preparing it arelDloD for such a state of
affairs?

The DREN IPv6 pilot was implemented from the beginning permanent change in the
architecture and operation of DREN, not as a test pnagfde HPCMP has consistently
and persistently documented and disseminated lessonedelaom the implementation
of the DREN IPVv6 pilot to the DoD community.

8. How does DREN use its relationship with partner neks/ere.g. Moonv6, 6bone — to
improve its operation of DREN IPv6 pilot?
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As part of its security architecture, DREN has isolaiégdeering with external IPv6
networks, including MoonVe6, 6bone, Interne¢Rcetera, onto the DRENV6 test bed. It
has maintained and expanded the number of external peelatigmships with other
IPv6 networks in order to provide the best possible coiwitgdio the wider IPv6 world
for the DoD research and engineering community. At idd&l sites, such as the NRL-
DC, local researchers collaborated on early 6bofoetefand Moonv6 projects in the
past, and such early research efforts helped to drivalireguirements for IPv6.

Questions for System Users

1. Do you feel that the training you received in IPv6 waBcseift to use fully the
features of IPv6? How is the nature and purpose of thengadifferent than that for
IPv4?

[an answer from a network providers perspective] Uderald not require any training
in IPv6. Software developers do require training, but the DIRBM pilot did not
address this audience. It is not expected that there wowadybéifference in the nature
and purpose of such training.

2. What additional training in security did you receive angalofeel that it is
sufficient? When DoD transitions to a dual-stack enviramtydo you feel that the
security of DoD networks will become easier or hardeananage?

[an answer from a network providers perspective] Uderald not require any security
training specific to IPv6. In a dual-stack environment, gwisty of DoD networks will
tend to become harder to manage. This increase withimparable to occasions in the
past when multiple protocol suites were supported by aesirgivork, such at Novell or
AppleTalk with IPv4.

3. Are there and special features of IPv6 that you use:adutoconfiguration; multicast,
unicast, and anycast traffic; flow labeling; etc.?

[an answer from a network providers perspective] Udarald not be particularly aware
of how their applications gain increased functionalityhéfther a system is using IPv4 or
IPv6 should be transparent for users. Software developktse keenly aware of such
special features, but the DREN IPv6 pilot did not addressatidience.

[At an individual site, NRL-DC] They are using statelassoconfiguration. Users/
system administrators have been provided with instruetonhow to configure their
systems in the NRL-DC environment.

4. IPv6 boasts a simplified header structure and implet@mt&ave you measured
performance differences between IPv4 and IPv6?
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[an answer from a network providers perspective] Beybagerformance measurement
described under number 3@Questionsfor System Administrators, no.

5. Given your experience with DREN IPv6 pilot, how vl you think IPv6 will
address the future needs of the DoD, especially in afeashole telecommunications?

[an answer from a network providers perspective] Hové IWRill ultimately address the
future needs of the DoD after IPv4 has been phased diificult to predict, because
that is several years in the future. In the near termie all DoD networks will be
operating as dual-stack implementations, it should at lteaable to provide equivalent
functionality. Large-scale implementation of IPv6-gfie features such as mobility may
be difficult to accomplish on such dual-stacked networks.

6. Given your experience with DREN IPv6 pilot, do you feat IPv6 will usher in a
new era of Internet communications, or is IPv6 a needqddaement for IPv4?

[an answer from a network providers perspective] IPwbriseded replacement for IPv4.
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